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Anomali ThreatStream Oi|A]
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New Import

Observables -

- = . 1. ADD DATA
Ao 2 22|ol= /8 HEE AH Anomall
- — — Import observables from files, web page, emails, or select paste intelligence to manually enter observables. Accepted document types are: JSON, CSV, PDF or Text File. The following I0Cs will be

—_ A L_ E extracted: IP Address (v4 & v6), Domain, URL, Email, & MD5 Hash. Download ThreatStream'’s structure files (more info)
ThreatStream2= O*EE 5HO J—PaloF |C}.

II

_E T MI:I O Upload a New File @ Paste Intelligence
24 Ao 2 | A|AEIS JHE/2AEH T Q00

L O = 2=2-1LHA 187.99.88.105
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A_i Z-I %I’ A OIALl E_|- Threat Type
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Shared with only your organization. Setting the confidence below will
Adware

set confidence for all items except IPs and Domains
Tags

Confidence
Test1 TLP:WHITE

10 50
S + + + + {®
Expiration Date *

(O Override system Confidence

3. ASSOCIATE WITH THREAT MODELS (OPTIONAL)

Selected Associations

Actor
TTPs: Dictionary-based Password Attack [CAPEC 16] %
Bulletin
Campaign
Incident

TP
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Anomali ThreatStream Oj|A|

/\ THREATSTREAM

uh tit %

DASHBOARD

MANAGE ANALYZE

APP (Alliance Preferred Partner) Store

ANOMALI
Anomali Curated OSINT

Open Source Intelligence feeds collected and
curated by Anomali.

Cofense

High fidelity, human-verified phishing threat
intelligence service provides accurate and timely
alerts to strengthen your organization’s ability to

identify and respond to phishing attacks

Request a Trial

@sis

CSIS Financial Threat Intelligence

Malware 10Cs targeting the global financial sector,

and including sinkhole domains, email names,
drive-by websites, malware hashes, C&C, wel
and drop servers.

© ANnoOMALI

Anomali Labs Premium

Original t
intelligence related categories, including malware,
domains, MHN, and more. Provides bulletins,

actors, campaigns, TTPS and signatures.

»
CrowdStrike Falcon Intel Premium -
E-Crime
Premium eCrime subscription includes reporting
and analysis of criminal actors, their campaigns
and ecosystems. These actors are motivated by
profit.

ECESERIGEL

digital shadows
Digital Shadows SearchLight
Digital Shadows monitors and manages an
anization’s digital risk across the widest range of
data sources within the visible, deep, and dark web
to protect the company’s business, brand, and

o|F UEe|dL Hes YWAED

A-

RESEARCH

APP STORE

Blueliv. _
Blueliv

Track cyber threats in real-time including crime
servers, infected bot IPs, malware hashes and
Hacktivism Threat Intelligence data.

Request a Trial

N
CrowdStrike Falcon Intel Premium -
Targeted
Premium Targeted Intrusion subscription includes
reporting and analysis of nation-state and
hacktivist threat actors and activity. These actors

are motivated by political purposes rather than

proofpoint
Emerging Threats

Proofpoint Emerging Threats Intelligence

B o ©

]
cisco @
Cisco Threat Grid

Advanced malware analysis platform providing
obal threat intelligence

GELCESERIEL

N
CrowdStrike Falcon Intel Standard

Tactical intelligence service focused on delivering a
technical feed to help organizations better defend
themselves against adversary activity.

Request a Trial

FLASHPOINT
Flashpoint Intelligence Reports

Flashpoint's most critical findings, hand-picked,
prioritized, and packaged in intra-daily intelligence

reports.
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Observables
FILTER OPTIONS

Date Added
O Last 24 hours
Last 30 Days
Last 90
O This year
O Ccustom Date Range

Status

Active
Inactive
False Positive

Visibility
Anomali Community
My Organization
TP
Red
Amber
Green
Wh

Minimum Confidence

T
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Tags
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DASHBOARD RESEARCH

Details for microsoft-log.com

View:

Severity Confidence

HIGH

Active

microsoft-log.com

87.242.73.75

suspicious-Domain-Registration
victim-Hi-Tech
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Node Search
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Search ThreatStream

Search Passive DNS ifferfsodp9i:..ea.com

Search Whois

www.iffer.fso...ea.com
W

Troj:
Search Related Indicators

http://www.i...a.com/ Saarchictors

Search Campaigns

ccapi.alpha....ce.com
4

| Search Incidents

54.153.0.145
Search TTPs

Delete Selection
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Incident Review

237,643
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Anomali ThreatStream Oj|A|
SIEM &&= O|A|

CHOOSE DESTINATION (x)

FEATURED DESTINATIONS OTHER DESTINATIONS

We can send threat intelligence to any product

ArcSlgh@Z BIueBCoat @The Bi6 Natwork that allows for file based integration. We do not

Security Monitor currently support APl integrations.

'An HP Company

Custornr

BitO+ &ask CEF cloudera ~ CREATE NEW DESTINATION

Name * Destination Filter * @

|I’lf0b|0X splunk_1502177980252 confidence>80 AND itype=c2_domain
<
*

) N
<OFireEye R\
o VE

Splunk version Splunk ThreatStream integration*
6.5 Addon ©App
:#*LogRhythm M alo
cAfee al
U p i Radar Splunk ThreatStream absolute path*
O Splunk is deployed on Windows /opt/splunk/etc/apps/threatstream

RSA SECURITY ﬁTANlUM Splunk deployment server *
ANALYTICS svs“'g ~ localhost

CANCEL
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Anomali ThreatStream Oj|A|

SIEMO|Me| &&

Summary v Current Matches v/ Indicator Database v Reports and Alerts v Search v Help v

Multi-Dimensional View

Search for Indicators of Compromise (I0C) matches. Interact with graphical elements in the dashboard for a multi-dimensional view of the indicator matches.
Search String Indicator Type Minimum Confidence Level

* All Qv 70 Last 7 days

Histogram (Total:20000)

500
400
300

2017-08-02 09:00 2017-08-03 05:00 2017-08-04 01:00 2017-08-04 21:00 2017-08-05 17:00

Pie Chart by Action Top 10 by Confidence (17)

W allowed 100 (447) [ ‘ ‘ |

blocked 90 (216)
82 (205)
83 (168)
81(162)
850147)
89 (107)
88 (87)
84 (84)
87 (69)

50 2 : 350

ANOMALI

Edit v Moreinfo v L &

Select view fields Clear Filter

2017-08-06 13:00 2017-08-07 09:00 2017-08-08 05:00

Top 10 by Indicator Type (11)

scan_ip (269)
apt_domain (263)
apt_ip (263)
mal_domain (255)
mal_ip (206)

tor_ip (189)

bot_ip (153)
exploit_domain (128)
apt_url (49)
©¢2_domain (49)
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