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*  QRader
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® Look at Severity and Confidence
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® Relationships
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Why Is the Observable Interesting for Us?
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® STATUS
Observable 2 Active, Inactive == False Positive &EfE Z&L|Ct.
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Analyst Tip : Why Clone Observables?
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Reporting False Positives
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Reporting My Organization Observables as False Positive
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My Organization ObservablesE 2E 2= PH=7| 2[3jA= ObservableE HEESIL HEHE False
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Reporting Anomali Community or Trusted Circle Observables as False Positives
Anomali Community Observable B+ Trusted Circleg Sl =&t S/FE A2 False Positive2

220% = Anomaliol £910] ZostL|ct

Analyst Tip: Communicating with Your Active Integrations
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® Actor
Mol MY Q/EE SM3l 22 BEE Y| o8 e Ysts AolFel Aol Es
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® TTP
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® Campaign
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® Attack Pattern
A% UAKTL S SAATID ARt HHS Mot TIP REYLICH
® Course of Action
45 LXotAL A0 35t s Feh =X[RILICH
® |[dentity
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® Tools
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Creating a New Investigation
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Automation with Rules
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® Enable Email Domain Monitoring
A =4 =4 27 oMY =M S5 AL
® Enable Compromised VIP Email Monitoring
A =4 =52 viP O|H Y F4& SES AL
® Industry Specific Keywords
A =4 =52 A AME Y +HAE 7|HE SES FUMEAL.
® Enable Partner and Supplier Domain Monitoring

A =4 =4 TEH 8 55 g4 O/l =0 555 +IUSHHAIL.

The Power of Intel Sharing

AtOlH EOOM 2 & MY OF Zte| g¥¥E HLsts A0l BFO0| JASLICH OHY HEH
ol HOIHE Mot MA XXM MEA S3dts ?IEol 2AXTM AES SFoIH
kS

xT | AZtT FIHOE B2 £2 WO 4+ ALt

.
S

Unidirectional vs. Bidirectional Sharing

e QEHL SFE O 7HA HE2 MSELIC
=]

Ky UEEel WA o Wy Sy ddaMA ZRAULICH of7A B 7|Ye Ch2 J|9o|
AH[SHE Q1% QYRHAS ML SRELICL HEE "EA'SHe HALIZ0| 87| o
YEE AHSHS AFES 1 Oi7h2 7|0fotR| RSLCH B W 9 AW WA 3R ot
chga Z& L,

o 37| A& AUITA o7l ABE XE L YHO| BHE A2 FHo| L3t 3
HINE CHRRE il 37 A2 IWa|HA IES 4NsHe 20| Z3E 4
lesLict

e H|BI A EHM Y IOE

XEO| CI2 SN2 YWY Y YelHA BRO| Fojsks HAULICE (i ZXo|A
olzst ROl BRO Cfet £7| AU A ISAC E= HE I Z2IU0| HOYS O

ofgigt Z2 ™M SF7t AR YK 2= =20 O|H0 Aget ANME SFott=
22 s
OS2 AH|XO[X|2H 2lgd Q2| A9 SFAE OrE LTt

Where to Start or Expand Intelligence Sharing

S
ZHO|M ojo] MIHez QI UAE SROED AALE O A[ESHA| B
AlEStE fIA £ 0|0 TS S7E SAIZ7I= GEo tigt R 7HX| EE HE =

OI¢|_| |:|.'

AN H



® TOOLS AND COMMUNITIES
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® SHARE DEFENCE TECHNIQUES
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Participating in the Anomali Community
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Watch, Star, and Like Threat Model entities and Sandbox Reports.
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Trusted Circles
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And, How Does It Work?
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STIX TAXII
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Using ThreatStream as a TAXII Client
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Using ThreatStream as a TAXII Server
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