Splunk =7

-sSwW-O1 " n g
I 2HIT _FI
SIH[0|E O{4l H[O|E SIS

B
fd/gor'y' screeh?qQ r
f—dtefhopp—'ng- CQ /Qt
A P - S en TecAtegg ~ ~
/'{;.""‘("‘i'{:’//(f’ﬁ_cr_, [@7/J ah \1
e oy T — - v .
f;',//’?.’i:f“”,’—é’/ (W7gg§v—ss IB\IT S
S e A At 1 on_22.19;
e A A0a 2T re
2 7 7 2 5L oy - y
[ ol P e T d:A\,\
Splunk Korea / 2019 S 1S TS s 2SS AN s
s 7572 I - A - - —
. 1 O ',")‘,’//f,?;/f’(/j »;J—»’C— 7 tos L - U . I Q Q
May 2019 | Version 1. B AES 1 g ac Nt lfals
> ,’//’/,/,/‘/l;"’ 2 o1 1 89 S22 . 2495 - 1 >/
P It LN . Mo =49 1 ¢ =2 LS '\1
IS v o2 Q - -
ZZV F - _‘.—,-)[ Y= L HONO/ 19@ <l‘ 3% s
/,/1’ 7 € 'l:"l-- -"_'_I[,,I») ,Cf,’ee"”?cate 1 '.hQ
y; /\/// /""//7 fl)//—)/ - ; - =rr - US ) Ago "‘y t t ( Q ~
p -~ > =9 - - — =
7% //7/fl‘;"(?,v-/(?'/’[)‘-_"t techJDMShD‘LQ\\. R T
e A R = L= H - QI:)D Ve NS - M
I nk> 'A'j/,:'//// ("',z/"_,[/7[;,i,;(_' ”’7’—)_/1__71 ;;_FDDY&CD 1 \i '\.bl_Y&Q/
TES G s, = =27 o - 5 N v J N
S u T, LN T = e = eSS T uUs DQS S L W
S, el =L ,(Z'/‘LC)'»(.l.JD‘S’TQ AD r AN ’ Qt/
=7 ///’///\I/j o g e, — 9 Ll =l =Y. - e - N e
P /, g 7 < - < - _—



© 2019 SPLUNK INC.

1. Splunk 2+?

Splunk listen to your data’



. A

4 500+C'=|

> LEACHAL AI-ZI-‘ SPLK

af.w(ﬁ -
—_—

3¢7I%*, ol

SAlAT(AMER)

. Splunk Enterprise
+ Splunk Cloud
3 ,‘ P -,fmrum Solutions

- Enterprise Security
- IT Service Intelligence

Z|cj 2fo|MIA:
10+ PB/Y

* Phantom, VictorOps

85
@



04l Ci[O]E{2t?

(S

B % l N

ANS
AR WY

\\ N
A\

© 2019 SPLUNK INC.

0}Z2|30]4 Blo|Ef
S5 4 & WALO|E Go|Ef
Y T M7+ 2L P AL+

IT QIZ2} C|O|Ef

HIESA MY & S2RE ME|A

LJOJE HIE(S] Cf2Ef S = 2ot 242 T AIZFE
$300,000*

ot .| O] E

Yot CO[H & AE=EQIE Hot S54 G0
20219 O[=Z5 AfO/Hf HE= 2ot &4 B/&0] 27F §6
£0) O|F Z2= Offdf+

-1 OO

2 0[C|0] Hl0]H & = 21
DAZ L= 28 & 719/ £ & O]L/0f LJOJEf ZXf/*

DZH ALA [|O|Ef
a4

loT Gi|O| E{

25 Ao & £ =Y &3]

20174 J|F 22 &2/(Thing)ojA! Er&a= 84 o 719/
GOJE{Z7f Z X+

Splunk S listen to your data



#A| f|o|E] L=

‘Q

Online

On-Premises

Private Cloud

Public
Cloud

Containers Services

N
S it
Servers ecunty
Deskt
Storage e
Q
O =
(o) Telecoms
Online
Shopping Cart
19|

=]

Smartphones
and Devices

Web
Clickstreams

HAIG)| 0| E{ 2

23903, 8

(%)

GPS

JEl, =20

Location
—~ Packaged
Applications

Networks

RFID

Eﬁﬂ

Messaging

Firewall

Call

Re

Intrusion
Prevention

Detail Databases
cords

g ol

APP

Custom
Applications

(2)

Energy Meters

MEH 712|= A

© 2019 SPLUNK INC.

OjE 3 A& OK!

oj=2l7|old JHE

A Hoje 2 At=

QIE{LlI(I0T)

Splunk > listen to your data’



HAIGIO|E| 24 8120| 22 T2{Ctl

| S

SCHEMA AT WRITE SCHEMA AT READ
30 YEARS NEXT 15 YEARS+
Ecosystem Next Gen Analytics
~$100Bn Ecosystem

T2, 22 2K
AER/MEIA 24

o =c|7|o]d

— RDBMS _ C|O| B X %&FA

Search

splunk




Humoan Grenerabed Daka

SNS data Like Twibkkter

?

Machine Grenerated Daka

CDPR

Packeks

Sensor daka

Securi&v daka

Log files

Server Skatus
Virtualization mgmt
Application Monitoring
’ Web Logs
Transaction Daka
Seripts

Mekbrics
Configuration Data

?
?

~

VN VY V¥ VY N NV VY VY

Database %}/\,L&l Whig Z3HE Pain—points

v

Custom

\Ao\gkers

Schema

E.T.L ryEE

e

Dakabase
DW / DM

e Pl N0 N

suoNos

Ig

REN



%"% 3,7 It ¢ PB!V\'FOW\‘ES

Humain Gremerated Daka
SNS daka Like Twiktter >

Machine Grenerated Daka Mahouk
CDR

Packeks

Sensor daka

Securi&v daka

Log files

Server Skatus
Virtualization Mgmt
AFFLLCQELOM Monitoring
Web Logs

Transaction Daka
Seripts

Mekbrics

Configuration Data

HRase

Qozie

Flume

HDFS

NIV V¥ 'V N NEN SN N AN SNILIN - N

Custom

\Adgkers

H&dOOF

Z.ooléaeper

Smappcj

Whirr

Hive, Pig

Sqoop
Map Reduce

Schema ©

}jﬂ Database
e DW / DM

e Pl N0 N

SVO1INYOS
Ie

REN

~



Machine Grenerabted Data
CPR |

Pacieets

Sensor daka i

Securi&v data

Log «fi,l.es 24

Server Status
Virtualization mgmt &l
AFFLico&ion Mownitoring il
’ Web Logs
Transaction Daka &
Seripts &l

Mekbrics Bl

Configuration Data i

|

/ﬂ
A o dm

Forwarder

SPLUNK £ oHuet

Chart

= Dashboard

| A Alert

Hac&ooy

]
‘ Ad-hoe Search

Obhers




©® 2019 SPLUNK INC.

SRENEE
(Machine Data)

« MH/NW 21
« 2+Z AH| 40§
« OfZ2|A IO 22

$J|Et BE HAE
aefo| Glo|Ef

LA A T E T -l Agpleheon /5334 (RHTHL, Like Gecko) Chrome/5.9.375.38 SafariiHiy ' M MU NH N - - N8N
AL ITERZ UL ST -AH-E" Wozrlla/4.6 (compatible; MSIE 6.0 Windows NT 5.1)" B3 TH DS AB AR - - NENWE TR
AL T UL SAT-HES W2/ l1a/4, 8 (compatible; MSIE 6.0; Windows NT 5.1)" 790 2R AKL 0R KL - - (ENYER TS
| TS AP L 7 208 296 hELp. //buttercup-shopping. com/product . SCreenlproduek ARERR ANEY S‘pﬂltlm(\%\ﬁ%ﬁ\o your data
- A A PP SRS KTTP 1, 1" 404 1418 "http://buttercup-shopping.coml oLELINEATER AAETERFNT FRsnah N

- t—’.”'j;’;é’a'fﬂf%-’f TG T DD IO TSF Y9 A PPN S ) am AN AN a - L m e 1 aa em e e we™ AT O AT e e BN \“\%\\.\}‘:&h}“



© 2019 SPLUNK INC.

2. Splunk?| M 7}R| £2 7|&

Splunk listen to your data’



1. Cfet 0]7|F OOl H
olo| /00| M ER| A A K| B2

X

syslog hosts

and netwark devices

syslog
TCP/UDP

Mounted File Systems

\\hostname\mount

| -

w J

Unix, Linux and Windows hosts

<

Event Logs
Performance

Active
Directory

Wire Data
Splunk App for Stream

DevOps, loT,
Containers
HTTP Event Collector

o

A

© 2019 SPLUNK INC.

Local File Monitoring
Splunk Forwarder

oo
— hoh E 3
oo
— =loao |=
*nix Windows Mainframes

Scripted or Modular Inputs

shell scripts, API subscriptions

API | |

@5@}3 ==
| I |
shell
é z j g virtual
host

perf

Splunk > listen to your data’



2. ol 8 TB £2MA| 2l 4 =4t
HEZ2t0|2g &, 2o E+, 2 Eed Als

Search headE M 32 == ¢l

© 2019 SPLUNK INC.

Splunk Indexer E& A& SMSI0] #S51A HO|E &= X E

=) G G G G G G
— — | — — | — | — | —

Splunk Forwarder & S0 =HC AMHO|AM HIO|E{E ©&

Splunk > listen to your data’



© 2019 SPLUNK INC.

Search & Reporting S /
O New Search e AA Al SPL A|2
SN ORI, s s s e s — I o=/ o o -
I 7D'|A_|||0-I | Last 60 minutes v Q
I, —_ = =
I s Z4AH A} al A Ol 2t Ll Y 140 At
BT\ 4TEenlET)/5TG 125800 00 PMT /5718 1B 00PN = Jobv A L & B VeboseModev [ R I O2 % |_|- , I = A —/ 2 |_|- |_E|_| 7 O
Erents(4840)  _ Pattens _ | Satistics _ Visualzatin _|\ _ _ _ | o o e m e e o o
r — e _; Ol H 24 Z‘” -
If—crma:hmpimpv =ZoomOut  +Zoomto Selection X Deselect A m E E = 1 minute per column [N | (@]
I .Lz,jolsﬁm I J:jmm% : - = -
I = E I Zt=E oAl G4 E 525 B A
_________________ T — === ————————— == o / —, 10O - O T 2 2o UL
Listv  /Formatv 20 Per Page v 12 3 456 7 8 9 Next) .
« HEOJ | key A7 Q10| AtztatA 2
- —_—
(Hide Fields = All Fields I Time Event E Corre atlon ey E © O = 7
= T T Tan 05713 30759 ™TES. 79195254 WRWSTS- 307015 T Bui [T outBoUnd UbP TonneTTion 261978691 Tor ‘Tcme_Mpplitationt1es.m.195.2 =
r=———-— | 1:30:59.000PM  54/47417 (185.79.195.254/47417) to acme_Corp:185.79.195.254/53 (185.79.195.254/53) 7 |_ L
Se'ef“df'“’ds 1 dlowed  host=12700  source = UDPSIA  sourcetype = iscofwsm o
g action
-chcnti : | 1> wsne Jan 05 13:30:59 42,197.50.203 %FWSN-6-302016: Teardown UDP connection 261929630 for acme_Application:42,197.50,203/47417 | A | = =
' = I 13050000PM to ace Corp:42,197.50.203/53 duration 0:00:00 bytes 152 s A ;|_7_” ek |:_” |E‘| =2} |_ = Aq ;|_0:| |_—, ol
s R = o = o o
* o I action =teardown ~ host=127.00.1  source @5&! E‘"QIICE!*\ | o =1 I—|- O = ZO = o A SR
g soue@X ] = |
sou'ce@'— 1 I > /516 Jan 05 13:30:59 229.254.83.87 %FWSM-3-710003: tcp access denied by ACL from 229.254.83.87/34506 to acme_Corp:229.254.8
g - 1:3059.000PM  3.87/8192 =} O_I OI o ]Il_o|.
R == o
# Slatus=
“l‘ . IE : | bocked ~ host=127001  source = UDPSIA  sourcetype = icofwsm L =2 =
g Status_description 1€
 user 185+ I > 1/516 Jan 05 13:30:59 49.91,164.16 %FWSN-6-302014: Teardown TCP connection 237436806 for acme_Outside:59.118,142,178/51349 to
) I = ==1.30W000TH "WCneNED. 4TI TG4, M4 ATION U700 O ytes M TCPFINg= = = = o= o= o= e === -
T L
1 = teardown 12127001 irce = UDP:S14  sourcetype = ciscofwsm

Splunk > listen to your data’



4. Lz ul &

2 CHA| 2 E 2|2

Events Patterns Statistics (1) Visualization
4 Line Chart v #ZFormat v
SPTunf visSudizZdauuris
1( =
il H —
1 77: /\
( b2
More
H aa
B AR e A
= ° 33253
== HEER) VA -
Line Chart
) Track values and trends over time.
Search Fragment
| timechart count [by comparison_category]

IT, Une of Business or

Support Multiple Use Cases

Secur ?v Tearns |

OO, C30%, GMs

Compliance Audton

whemen
Vi Admry Dewtdopey

Mash up Web Agps

Wetnite Masagers

| | — AlLIE|2 2
= A=

AlLFE|2 3
HOlE

£ O4RE

‘..“A..

© 2019 SPLUNK INC.

Splunk > listen to your data’



© 2019 SPLUNK INC.

F AN RUEY 2 2 52

AN

- 2 22| M

]

ol
>
>
Y
S~
N
N
N
ro
nx
o
ujo
ofm
roh

U U
.| g DLE
Real Time Rolling Window
Alert
‘2SS S 9IS 2HE TRIU/AAYE HEILS
AT E2M 4 PDFOJO S
ek * RSS, Email A & NMS/SNS ¢ 7ts
F) S2o= 21 &3 e 2, 2
Output the results of the search to a CSV lookup file 4 : _
g Output results to telemetry endpoint ’ - u PDF ﬁﬂl% Xd_/ot 7|%% %EI- E_EA-I O| D-”OEI HEI-—g—

Custom action to output results to telemetry endpoint

ot 2IE AlS
~3gE uy
Invoke a custor

Istom script

' ‘ — \
(3 Ol B ==< \/ \\
\

All Errors by Host

Send an email notification to specified recipients

X Webhook
&
Generi c HTTP POST to a specified URL

splunk

Splunk listen to your data’



BElA B LI E]

splunkbase.splunk.com

splunkbase

cimeyx i
@)

Splunk Essentials for Cloud

a O O

XenDesktop v - and Enterprise 7.2
Weather BigFix Sendmail PDF Report Server F5 Radio Stations WebSphere NetScaler Multicast MS Exchange
D (ot 2
4 .° wHors y, =)
Ruby on Rails Google Maps Whois lookup PCI Compliance Puppet Conf. Mgt Python Mail NetFlow Audible Alerts Stock Quote ' FISMA Monitoring TN
N A = P!
¥ °
*nix \ i 2 \ ' CITRIX
h } Y/ >
- [ w 7 ’<C) - :
Twitter Windows Nagios Unix and Linux Sourcefire Splunk Monitoring SNORT FireEye Malware = POST/GET Rgsts  Citrix NetScaler
3 d Wl e ﬁ e W answers.splunk.com
A\
Security Javamail BlueCoat ProxySG = Solera DeepSee IMAP YouTube Encrypt/Decrypt = Enterprise Security ~ AS/400 - iSeries Transaction Profiling
" en | LV - y =
& £ Welcome to Splunk Answers
- R e St S S S N
Security scomMm TCP/UDP Sending IronPort WSA RSS Input JMS receiver Geo Location VMware Fin. Inf. eXchange = Splunk Mobile ’ ’ : ’

Recent Answers

° E 49 Phantom app for

ERll 13 Does anyone have an explanation for the differences in count with and without
v | R eval expression

Alert time range not saving correctly; get "Your changes to the time range of this
alert will not be saved. " when | attempt to fix it

© 2019 SPLUNK INC.

AAE HEA 2T S 7

conf.splunk.com

«onfy

e
Save the Date!

Splunk Tums Data Into Answers

wiki.splunk.com

Welcome t the Splunk Community Wiki. Much of the-

1fyou would fike to et an exis
Deploy:BucketRotationAndRetention
How to anticipate data size evolution

aka. Bucket rotation and Retention

Bucket stages

listen to your data’

splunk


https://splunkbase.splunk.com/
https://answers.splunk.com/
https://conf.splunk.com/
https://wiki.splunk.com/Main_Page

© 2019 SPLUNK INC.

Splunk listen to your data’



© 2019 SPLUNK INC.

=L Splunk Z1ZHA}
40001 2L DZHALSO| ITRY EOF OTS CIksH 20lo|AM &2

Samsung Account AAZHBEEA| A 2EH AP = EFZ| ALAE AlBF2D 2| = /A SHAHTE /A AFRIS EFZ|A|AE(I10] 2
WA Helo] A | AMEAMEH | SUEZ/RA ALY e oo e | e T O e
20 T S A2, BOHUERF ) 2 RHEA A2 e "2 AL
FDS A|AE S5HE Q2|
SmartData&! O}H|El 2 A ) . A|AE - 2249] M ESHEHOLEH| A|AE
HlC IZPS| 2 =] o ST ER=X"] o oBo& o [==Xe| =3 [=N=] [yl =1
E—i:,_ ", deVOpS LG dxl' ZJAI'E?_I'-?:I'X‘” °|'L‘|'|_ = 7|_%>|. FDS‘_rL:zl-Tol 7é|. 5|_| 7|_T'|:|- =) oc>:’l'|_‘I FDS, %4_?_ _E_A_.! Alﬁ%!
M
5 2 a5 < ESTEHQOMHA| A|AE SME
Devops, CI/CD Z2L|E{2 SiCH7|Ofat HAISIEM Qlst23H FDS A|AE sig7tE = l:l)k-lllMlAE-II' =il=
LGy | — o0
EMNY EEABZ|A|AH
OHLIZ| CIO|HE AtZ2t e ol o =5t oTodE sial= 3t obakA A[AE
I[HE-I =PS| AlAE-II SKT |TE|_ |_Z-” Z-”E|_c> i:,-OI:I 5 SlEM,FDS —§—|— ng'o:'l'n;l ol:lil_ |_Z-” A|—|:|, FDS
s e ATe HEQIT EoatA|
22t
AlZHMOI0E +8 KT HE2T Borz SINEET i e KBZ 2 HE|A S8t 21 AlAE
™™ LH—?—Zl'%Z'” el — o
HOI2 24 A|AH LGU+ HALZH A AR ZA 2L E & STl & 27|49t 2OF 2A| A|AE S ot ZHH Safe Plus H|O|Ef M A|AH
O| & IZEFZ| K| AEI(FDS) KTnet HALRHAAR EGTOPME! NH &2 | *FMICH 2oH2tA| AJAEI(SIEM) 2|28, IBK FDS A|AE
HEREA SKE2CHiC ISP Eok2kA 3919 TS RIA| A|AE 28509 ZEM|CH 2O ZHA| A|AE(SIEM)
oA Nexon HQUA}7 | BRI EFR| RHELL CallCenter SR &M L2 ZEM|CH 2o ZHA| A|AE(SIEM)
MU|IADL|E{2] =
SHIERA NCsoft Sorei CMal et KBZ A MelA S8 B Alagl |




.
Tt
L,
v P A
- /, ."'-;. 7-._
2, z = s
Ve I
4 Tz I - I} — &
/ /,//,/ e&'M‘;C-jﬁtOS - U; Ih\ \QQ
)'/,///‘,// p 7 & 1&,— t E
2 -//z')/ 7 »'17‘?‘[/\// v 1?9"82' ?45 - 2 Q\LQ>§
A B AL Ve g-2 Moo=+ 1 ¢ =2 s -
o =S - T p L 7 AN ONO] a1 = I - '\"
ey 7 Z - - Soe e RSy
277 5. FL 7P _creen?ca a "~ Q N [
o7 75 H o = 9 — U S = '
2 y I _ T /\// /,:',:7 L= '(-_- = =T = ) A LY — h t
® v e Pl St S & — 77'191_11- T = I < o> DD AV T < < ~
BN P2 =4 ;/‘v,ﬂ‘ % g /Z = 7ADFI:2 = h 1 Q\ 3 .Q %
> T o s s Sy G a =1 e T 2 s W :
B ",,/,‘,;,/‘/(,//, v‘:;,—(;.’i‘:-le; 57 - 7 97] DDY | =N | =% 5 ASSY S - '}]
: 7 7 Vb 7 = € = - — — - vy
; ‘ -/,‘/'/‘(/.;/, o e = - = ry — U < DQ&c\l s 1 A h bk Q‘ Q -
i T STl 2 e T e < ta > > PN s & T b ()
= 7 hQD =Y ™ v~ T
S} ~ S ~ 5 AN < >~ -



