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Code

<>

Code

The blueprint of every cloud
application starts in code

Pipeline

~

Pipeline

That code is deployed
through multiple pipelines

Cloud Runtime

o

Cloud

Deployments replicate across
scalable cloud infrastructure

Cloud changes
everything.

Development is now agile and continuous.

Runtime

Applications run at runtime,
serving users and scaling
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Attackers target your cloud
applications- not your org chart.

They don't distinguish between code, application, or infrastructure layers.

Code Pipeline Cloud Runtime
B B0O—O— DO

They simply look for the easiest way in.
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Yet security remains siloed, stacked' vertically*

AppSec DevSecOps N\

/
Code Scanners Pipeline
Scanners




This leaves security
teams overworked,
lacking context, and
duplicating efforts.

Business teams

Dev / DevOps @

While struggling to
help developers
prioritize real risks.



How Is Your Organization
Approaching These
Challenges Today?




Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

You are here

@ G+ —@O—®

wuz -code- demo/so docker_build sorcery-solutions/f.. 984186218765.dkr.... 2 vulnerabilities
Code Repository CI/CD Job Container Repository Container Image related to this issue
<>, Code 2 Build )4 Store &) Cloud

N

4

One security platform - from code to cloud to runtime
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Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

Code

@

Wiz scans code directly in the IDE and
pull requests, helping developers
catch risks where they work and trace
issues back to the root cause.

Pipeline

One security platform - from code to cloud to runtime

Cloud

Runtime
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Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

One security platform - from code to cloud to runtime

Code Pipeline

Cloud

)

@

Wiz scans and maps your CI/CD
pipeline, blocking risky changes before
they ever reach production.

Runtime

\"y 4



) )0) %

Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

One security platform - from code to cloud to runtime

Code Pipeline Cloud Runtime

()
(=)

Wiz gives you a complete pictureof
your cloud: mapping architecture,
surfacing risks, and showing exposure,
assets, and ownership.

@
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Our approach - a new operating model for cloud

"Horizontal” security from code to cloud

One security platform - from code to cloud to runtime

Code

@

Pipeline

Cloud

)

(=)

Runtime

()

Wiz detects and blocks active attacks

in runtime, giving you real-time

protection for your workloads and .
cloud resources. WIZ



WIZ | Security from code to cloud

Mapping this all on the Wiz C2C Security Graph allows
Wizto trace the true lineage of code and app.

For example, linking a (eve) found in code to the cloud infrastructure it's
deployed on, and confirming the vulnerable library is loaded and running

wIZ



WIZ | Security from code to cloud

Mapping this all on the Wiz C2C Security Graph allows
Wizto trace the true lineage of code and app.

For example, linking a (eve) found in code to the cloud infrastructure it's
deployed on, and confirming the vulnerable library is loaded and running

(=) ()
()

()
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WIZ | Security from code to cloud

Mapping this all on the Wiz C2C Security Graph allows
Wizto trace the true lineage of code and app.

For example, linking a (eve ) found in code to the cloud infrastructure it's
deployed on, and confirming the vulnerable library is loaded and running

()

wIZ



WIZ | Security from code to cloud

Mapping this all on the Wiz C2C Security Graph allows
Wizto trace the true lineage of code and app.

And then suggesting a (cobeFix ) for the vulnerability, with full context that it's
actively running in production on a resource with data access.

O CVE @ [

wIZ



Resulting in prioritized risks to the right
team with the right context

B WIZISSUE s

o
Context to root issues back ; Context to focus on the
to source code and owner critical attack paths

mae Bas

Dev Team A Dev Team B SecOps \ Vulnerablllty Cloud Sec App Sec
, Team Team Team Team

DO O0NG @MW ®OGEBE 0 =)

wIZ



Enable each stakeholderby
democratizing security

/.

Engineering

leaders

Can | monitor risks
across the products
my team owns?

Cloud
security

Can | identify risks
across our multi-cloud | malicious activity in our| sensitive data live?

infrastructure?

SecOps

=

Data Security

Can | detect and stop | Where does my

cloud?

Who has accessto it?

N

~ . A
\ \ N\
\‘ “ \

Vulnerability Application Platform
managers engineers

developers

How can | prioritize Are my code changes | Can | see all the risks
risks? introducing new risks? | associated with the
How do | identify service | maintain?
owners for

remediation?
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One platform for the

Modern cloud security operating model

> T o e //——_\\ \ e /——\\\

~ -~ ~. b=

Code Pipeline Cloud Runtime

CLOUD TO CODE 0—0—0® CODE TO RUNTIME
Root cause analysis for risks and threats Oi Anomalous behavior detection across the SDLC

Unified scanning, policy framework, and code-cloud-runtime context

WIZ Code WIZ Cloud WIZ Defend

Secure Cloud Development { Manage Security Posture | Respond to Cloud Threats
Secure every stage of your SDLC Agentless visibility & risk Cloud events and lightweight
to gain visibility & prevent risks prioritization that proactively eBPF-based sensor to stop threats
from reaching your cloud reduces the attack surface from becoming breaches
Vulnerabilities Identity ) ( Configuration ) ( Data And Al Public Exposure

Al Agents, Engines, and Assistants
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The cloud
security
operating
platform

Scan your cloud
without agents and
build the graph

* Serverless
* Containers
* VMs

* PaaS

'ﬂ Cloud operating path
Gain visibility




The cloud g
security ;

operating

platform

Internet Gateway

|dentify risks

Misconfigurations

Vulnerabilities
Malware

Sensitive data
External exposure
Excessive permissions
Exposed secrets
Lateral movement Subnet Network Interface  Virtual Machine Servi;:lgsmrol
Al risks

Novel vulnerabilities and

attacks

Business impact

Virtual Network

Security Group




The cloud
security
operating
platform

Prioritize attack
paths

Cloud operating path
Reduce critical risks

All projects - Explorer

Internet

Internet Gateway

’ Exposed Secret

Critical Malware

Vulnerabili
Virtual Network oy

Subnet Network Interface Virtual Machine

|

Misconfig Security Group

JAN

Excessive
Access

Service Control
Policy




The cloud
security
operating
platform

Determine ownership
for democratization

@ Cloud operating path
Democratize security

All projects - Explorer

Internet Gateway

‘ Exposed Secret

Critical Malware

Vulnerabili
Virtual Network $

Subnet Network Interface Virtual Machine

© ©

Misconfig Security Group

A

Excessive
Access

Service Control
Policy




The cloud
security
operating
platform

Automate workflows
to speed remediation

@ Cloud operating path
Democratize security




The cloud
security
operating
platform

Build securely by
design, all the way
from IDE to
deployment

él;!;. Cloud operating path
Develop securely

)

Issues by severity
D Tth 2025 - Aug My 2023

Publicly exposed VM with high privileges and._

Publicly exposed VM/serveriess with a high/critical

Publicty exposed container with high privileges s

SSH Brute Force attempts on an admin publicty..

Service account with a fateral movement Anaing to..



T h e C I O u d WIZ All projects

Open Pull Request to fix vulnerabilities in container image sb-nginx

S e C u r i ty Target Resource
operating p I ®
p | a tf O r m Description

Updating the requests package to version 2.32.0

Code-to-cloud Impact

context enables ¥ 12 Vulnerabilities 9 54H) 39'M 10L
efficient remediation
at root cause - code

él;!;. Cloud operating path
Develop securely




The cloud
security
operating
platform

Detection and
response born for
cloud workloads

wiz-security-bot

9 Wiz has identified vulnerabilities in the following
file: requirements.txt. This PR contains fixes for these
vulnerabilities.

/requirements.txt.

CVE-2020-14343
CVE-2017-18342
CVE-2020-17547

Cloud operating path
Transform cloud SecOps




The cloud
security
operating . A, . A

| a tf O r m Vulnerability ; Cluster
P ®@ ©

U se C | ou d t @) Repo Secret Container Container + Runtime
. Image Protection
runtime context - .
Take Forensic Snapshot
fOI.’ glfe.ate.r il Revoke Role Sessions R =
prioritization . A : .
Account Isolate Container

Delete IAM Role

s <o

Database Data Finding




The cloud security
operating platform

Born for the cloud, Wiz
CNAPP is the platform to
secure your cloud from
code to runtime

() A ws & (0O [ Paas ] [Containers) [ VMs ] [Serverless]

[ Graph database and data modeling ]

Vulnerabilities

Sensitive data

Secrets scanner

Validated open ports ]

Excessive permissions

Threat research and feeds

. . \ \ |/
Container and orchestrator risks \ \ X / \J/ /
\\ \ = et / 2 % / Malware
l'\l \‘\V \ < ’ / ////’ / /"'
\l e ,/’/ /
\l ~e— == ‘ /
\ \\ / \\ J / J
/ Cloud events and detections
.\ﬂ_\‘\"._/__,,..-/
Misconfigurations = == OS and patch issues

[ Single prioritized queue of issues ]

2 ot @

Dev DevOps/IT GRC Vulnerability Management Cloud Security SOC






Cloud Security
Maturity Framework

{\‘.\uous Improyg m gecurity Injtjg 4,
S

OO(\ e’?@‘ 0(\\}6
& & °
(&) (1)
& g@g (HS \OIJ
Gain Reduce Democratize Develop Transform
Visibility Critical Risk Security Securely Cloud SecOps

100% code-to-cloud
visibility into any repo,
pipeline, and cloud

Normalize across clouds
and architectures to
simplify security

Map app and infrastructure
ownership and business
context

360° understanding of
workload, cloud, data, SDLC
& compliance risks

Prioritize attack paths that
are validated with runtime
context

Clear context, guidance, 1-
click PR fixes, and swap
opportunities for secured
container images to reach O
critical risks fast

Automate high-fidelity
alerts to the right owners for
proactive remediation

Ingrain security into the
development process
through self-service

Monitor and report on
security KPIs and trends by
business unit

Give devs cloud context
directly in IDEs and code for
secure by design

Enforce code-to-cloud
guardrails to prevent issues
from ever being deployed

Start secure with zero-CVE
container images

Protect the software supply
chain with SBOM and risk
assessment of OSS and 3rd
party components

Comprehensive coverage
and monitoring for cloud-
native threats

Rapid investigation and Al
assistance that speeds
analysis and upskills analysts

Runtime blocking and one-

click containment playbooks
to speed MTTR
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The Cloud Operating Model

Breaks the siloes between your engineering and security teams
to achieve defense-in-depth and continuous security improvement

: N Ve .
((Assess cloud impact of code changes _>/' |\(— Root cause analysis in code Democratization to

Business Units' teams

[ L]
c e avd
omprenensive ris assess.ment Dev Team A
and attack path analysis o uS >
roactive Securit = e
y S -avd
High-fidelity risk alerts = Dev Team B
A S
\—y
_ P
)
Al Team C
{ )
h—
Preventive Security Proactive
Build securely with Guardrails Reactive
Fan

(Continuously improve security at the source)

()
h—

Reactive Security

[ 1]
axd
Cyber Defense
Team

High-fidelity threat alerts
Enrich events with context for ~

threat detection

(@)
@

>

~

=

SN
=
®

Q
@
m
<
=~
%)
©)
>
o

<— Root cause analysis in code

./
£ )

\(Predictable application behavior —>

wIZ



Driving outcomes

Oy Effectiveness 2, Efficiency 2y Acceleration
o/ Of customers os Of active users Immediate visibility to
50 /O achieve O criticals 50 /O are Dev/DevOps (24hr emerging threats
Attack path analysis Democratization Complete visibility
Prioritization Tool consolidation Cloud & Al adoption
Automated workflows Triage to code Technology inventor
Impact. Enabling security Bringing Sec, Dev, and Enabling teams to
Yr\:\ToZ::?c teams to win at Ops together in a cloud build faster in the
obsessed. risk reduction. security program. cloud.
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Wiz is a Leader with the Highest Score in the Current Offering Category

Forrester Wave™ for Cloud Native Application Protection Solutions, Ql 2026

Wiz received the highest possible score
in these criteria:

Innovation CSPM Capabilities Agentless CWP

Roadmap CIEM Agent-based CWP

Container Agentic Al CSPM Cloud
Runtime Protection and Copilots Coverage

. g Infrastructure as CNAPP
Supporting services Code (IAC) Security Administration
and offerings ;
Reporting Management

Source: The Forrester Wave ™ for Cloud Native Application Protection Solutions, Q1 2026 by Andras

Cser at al, Forrester, February 17,2026.

Forrester does not endorse any company, product, brand, or service included in its research
publications and does not advise any person to select the products or services of any company or
brand based on the ratings included in such publications. Information is based on the best available
resources. Opinions reflect judgment at the time and are subject to change. For more information, read

about Forrester’s objectivity here

Strength
of offering

Strong
Contenders Performers

Fortinet O

Upwind Security O Rapid7 O
Bitdefender O

Customer feedback* O @

Leaders

Strength of strategy

v



https://reprint.forrester.com/reports/the-forrester-wavetm-cloud-native-application-protection-solutions-q1-f9c45e5f/index.html

The Wiz Platform: Consolidation to drive impact
Our single platform displaces point products and enables dev-security collaboration

Q
‘e‘snyk <) dapiiro cycode
gaqua bridgecrew ¥ oxsecurity

Amazon GuardDuty

‘((‘ StackRox
&_) sysdig

&ROWDSTRIKE U LACEWORK

() Sentinelone:

@ GitGuardian () GitHub

- {3CYERA i sentra
82
Spectral bridgecrew RS
e P ® L AR Laminar
£faqua @)rcgy @ censys @ Qualys.
PRISMA . tenable
U LACEWORK & ermetic Otenable RAPIDP +

CLOUDKN@X (il) sentinelone w' z




The Way Forward

l Requirements Building ﬁ Proof of Value &) Transform to Production

Q@ Understanding Your Goals

Define goals & needs: * Demos by use case * Kick off and integration * Reference conversations with
+ Current state . g . tomer
- Desired changes * Define POV goals & test plan * Game-ified platform exploration customers
o e o . . B
- Critical capabilities . Executive validation of the value & criteria testing Co-create launch plan
proposition * Finalize the business case * Procurement & deployment

Use case exploration

* Findings review
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Wiz Code




Wiz Code: Al-powered ASPM for Unified Cloud & App Security

Developer & Al-coding governance

Dev ownership
{commit, blame, etc.)

Identity inventory Code & technology
(dev + NHIs) inventory

Al dev tools

{Copilots/extensions) Iy Doz

Al coding usage stats

Code Scanners (Al-powered)

ﬂ SCA %‘i’ laC ) Secrets

SAST & [ Sensitive
Go-i:;::l:*;ls Malware = data

External Scanners
) cco X veracore @ ‘g @ it

Supply Chain Security

VCS & CIfCD Cl & GH
misconfigurations Apps inventory

Compliance Threat detection

v
J

Dev &
GenAl

code

Enrich & normalize
Deduplicate & group

Attack path analysis
e.g, toxic combinations
of risks

Code-to-Runtime Intelligence

_ gecurity Impact assessment
L =7

®

Ownership context

()— O

wiz-code-demo/so..  sorcery-solutions/f.. REEFEEFAEFELETA

2 vulnerabilities

rifated to this issue

Code Repositony

You are heng

&

2 vulnerabilities

ralated to this Issue

Container Repository

Container Image

> Code & Store <) Cloud

Dev to Code

Code Author (committer)

CODEOWNERS

Code to Cloud
Dackerfile to Container (+ Helm to K8s*)

1aC to Cloud (Coverage, Drift detection)

Code to API (OpenAP|, Swagger specs)

Act & Remediate

Dev workflow

Wiz IDE plugin, Wiz MCP,
Al copilot integrations...

Wiz Developer
Al Assistant

Dev portal
{("View my findings")

Exception management

k- I

(@ Wiz Threat Intelligence Center

Iﬁ' Highly popular npm packages compromised (including debug and chalk) 08/08/2025
'ﬁ’ GhostAction: Secrets Compromised via GitHub Action Hijacking Campaign 09/05/2025
lﬁ' MNx Package Supply Chain Compromise Delivers Data-Stealing Malware 08/27f2025
@ GitHub Action tj-actiens/changed-files supply chain attack 03N5/2025

A

n

Triage: Filters out FPs
with confidence

Al Agents

Assess: Estimates fix effart
& risk reduction ROI

Fix: Suggests fixes grounded
in application context

Security workflows
Wiz AppSec Al Assistant*

Al storyline + remediation for
attack paths in code

Actions (e.g. 1-click PR, auto-fix
PRs, auto-assign devs & owners)

o - Y



Accelerate Your o5
. \
Transformation Toward Cloud aton ¥
. <
& Al-Native AppSec & >0

A

[7117]

5. TRANSFORM APPSEC /

<,> R

4. ESTABLISH GUARDRAILS & E‘ECEES?EAI\SNA_}PPUCATION
ENFORCE PRE-DEPLOYMENT o
GATES * Integrate application and

3. ONBOARD DEVELOPERS business context earlier for risk-

@ based decisions (CMDB, service

2. PROFILE CODE RISKS
Level up developer

1. DISCOVER & MODEL APPS

* Automatically discover
all application
components:
repositories, Cl workflows,
developers, services &
tech stacks.

* Map ownership to code
authors and teams,
creating projects and
services that reflect your

Goal: 100% visibility into

existing and new apps

WITH CLOUD CONTEXT

* Activate code scanning:
SCA, SAST, laC, and
secrets. Weekly or daily
scanning.

o Bonus: Ingest all third-party
security findings.

* Assess SDLC Posture:
Evaluate VCS and CI/CD
for insecure defaults.

* Correlate code findings
with runtime signals to
normalize, deduplicate,
and prioritize real risks

Goal: Prioritize reai risks
across your code and cloud

* Accelerate remediation

with integrated
workflows; auto-assign
findings to code owners
and create tickets with
SLAs.

« Enable PR and CI/CD

scans for all new code.
Developers review Wiz
findings directly in their
VCS security tab.

« Deliver built-in Al-

powered, one-click fix

risks in Code & CI/CD.

workflows to “stop the
bleeding”

Configure policies to block
PRs or fail CI/CD builds on
policy violations,
proactively "stopping the
bleeding".

Promote client-side
prevention with pre-
commit checks and the Wiz
IDE plugin to prevent known
issues before deployment.

Goal: Aim for 100% dev
adoption & policy coverage

catalogs).

Achieve full compliance with
OWASP TOP 10 CI/CD, CIS
benchmarks for SDLC.

Invest in strategic initiatives to
shift to secure-by-default

* Integrity/provenance:

Implement artifact signing in

CI/CD.

» Start Secure: Migrate

images to WizOS for near-

zero CVEs.

Goal: Maintain “Zero Critical” and
harden the SDLC



Wiz Code Reference Architecture
A layered approach to secure by design with guardrails in the IDE, VCS, and CI/CD pipelines

Unified Policy Engine

Vulnerabilities Secrets Sensitive Data laC Configs Image Trust Malware SDLC Posture Cloud Configs Host Configs
Code, Build & Deploy Deployment Run
4 Wiz scans in IDE 4 Wiz performs 4 Wiz scans on 4 Wiz scans before 4+ Wiz regularly 4 Wiz verifies 4 Wiz scans (Qo%gg\
or locally via CLI scheduled scans new code deployment via CLI scans registries images pre-deploy running apps ¢%)
& infra ' '
Wiz Cloud, Wiz

Defend, Sensor

@ (@) =
. | </> - - | x®3 Deploy @
Dev IDE or CLI Version Control CI/CD Pipelines Artifact Registry Admission Controller Cloud
T Container image scanning & signing

Code to cloud prioritization & remediation

Impact in cloud & fix
guidance for developers

Cloud-to-code mapping
to source code & owner
with 1-click fix PRs

Impact on cloud
& 1-click fix PR

Al-generated fix
suggestions for
base images

P
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Wiz Code customers improve application & cloud security

posture

while enhancing developer productivity

N
@ Reduced critical issues by 95% in @ 1,250+ developers
" .. .. multi-cloud environments
Now, people can look up and say, This is the attack path, and this is ) S © GitHub integration,
what | should do." [Wiz Code] has brought us closer to developers () Unified toolchain with all-in-one WizCLI and Wiz IDE
scanners and code-to-cloud view
and shown that we make remediation easy for them, not hard. AWS
@ Embedded guardrails into Azure
developer workflows (CI/CD) Kubernetes
Roland Lechner, GitHub
Director of Cloud Security, BMW Worldwide () Protecting critical IP with
software supply chain security
Y,
N
@ Consolidated 7 OS & Commercial @ WizCLlI in CI/CD,
. . AST tools K8s Admission
Being able to see and understand all of our infrastructure and how Controller
it works has made our security and development teams more () Reduced TCO by 50%, wil
INncrease as contracts expire
efficient. We use Wiz like Google to [see] and query our resources. © AWs
@ Reduced container vulnerabilities Azure
by 51% Kubernetes
Nick Waringa d r I. _ GitHub
Consistent process for
Head of Secure Product and Infrastructure Q Qvo n © scanning an% developer-led fixes
J
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Wiz Defend




SecOps teams need a unified approach that
Is purpose-built for cloud, with cloud
context

\ * H vachbnard — delininc

O] Runtime, ClOUd, and SaaS W|z All projects - Dashboard ssues Explorer Policies
signals Internet exposure

/) € §

th Y ‘
u @ Remote access Reverse Shell
Executed
O2 Behavioral analytics % svroiona s )
4

0E Connection
G J
: \
Network Indicator of

Compromise (IOC)
. J

®

Vulnerability Container Kubernetes
O3 Cloud and code context CVSS | Cluster
/—\ th bl (" Cloud API
IZII]:I L enumeration
U < Lateral Movement & 5 )
O4 Cloud threat intelligence . IAM enumeration
® Kubernetes Cloud Identity ~ g
/\ Service - ~
— + account Data exfiltration
S L /
1 precise threat alert g 40
Database Pl




Wiz Defend: Detection and Response Built for the cloud

Cloud Threat Intel —

0 STIX
fil TAXIL mggj A

@
@ Runtime Sensor

AL IS I
~ 4 A

Cloud Telemetry

v ) &

A
S G  a Vv

—_—

Code to Cloud Risk Context

OO
nea@Eo
000

Wiz S\gnals Lagg

Prepare

IR readiness with log & runtime
visibility mapping against MITRE
ATT&CK

Detect

High-fidelity, cross-layer
coverage with heuristics & Wiz
cloud threat intel

Investigate

[ 1]
|y
Detection
Engineering

Automated attack timeline and
immediate context for alert
triage and threat hunting

G

Respond

Runtime blocking, cloud-native
containment, and automated
forensic data capture

Incident
Response
& Hunting

[ 1]
-‘@
Digital
Forensics




iy \ni'(:iative,S
Accelerate your Cloud &

N

SecOps Transformation R y
{_\(\\}o ®ne
Q
)
@ CLOUD THREAT RESPONSE
S O AND FORENSICS
* Runti &
& Al-GUIDED TRIAGE, HUNTING, UNHME Tesponse
AND SECOPS WORKFLOW process blocking
= — CLOUD-NATIVE THREAT - | oud . g:oug-fnative Cgﬂtainment
e _ DETECTION ® ross-layer ciou * oud forensic data
e — FEQ\E/'IOE‘II:ITTI:/IMOENCI:'ESE/:I\?SD « Runtime protection for investigation and hunting collection and analysis
cloud-native architectures * Al guided triage & response + Root cause analysis on
» Basic CSP audit log (K8s, serverless) + Deep integrations with contained incidents at the
ingestion and detection . Broad telemetry ingestion SIEM, SOAR, XDR, and more source
BASIC RUNTIME rules . . SeCOpS RBAC
COMERMFRal EDR on cloud . Single-layer investigati and detection for CSPs, - SecOps dashboards and
a on clou ingle-layer investigation IdPs, Saa$ platforms ecOps dashboards an
workloads « Coverage for critical threats metrics
traversing data, control,
identity and compute
EDR Wiz Cloud Wiz Defend and Runtime Sensor

\"y 4



Cloud

Cloud Trail, VPC Flow
logs, S3 Data Events, etc.

Compute

Activity Logs, Entra,
NSG Flow, etc.

Compute

Audit Logs, VPC Flow logs,
Google Workspace, etc.

I

Compute

OCI Audit Logs

Compute

EKS K8s logs, non-cloud-
supported K8s logs

Compute

Corporate

|

Other ; )

N

Wiz Defend: how it fits in your
¥ G 4 [ archites

s Q]

Storage

Long-term storage for
redundancy and compliance

T
Logs

N

NG

K

WIZ Defend

Cloud-native detection,
investigation, and response for
runtime and control plane

o

INFORMATION FLOW

RESPONSE ACTION

N

SIEM

General-purpose pane of glass
for alerting and analytics

J

Corporate workstations,
On-prem compute

b

@ 8

EDR

Endpoint Detection & Response
for on-premises protection

O™

h

Logs Runtime Alerts Response
MDR SecOps SOAR
Initial Triage, Tier-1triage and
Investigation, and investigation
Response

0=6




Improve the business value of your cloud SecOps program

i

Tool consolidation
and effectiveness

1 Wiz has transformed
our approach to cloud
detection & response
by providing accurate
detections, and the
context we needed but
never thought possible.

&l 5x better

Improved visibility
and coverage

Reduced
MTTR

“ It used to take us
hours to determine
which issues were
urgent threats. Now,
it takes five minutes,
and we're finding and
addressing the right
problems.

@ 10x Faster

Time to detect and
respond to threats

Security team
productivity

£6 we typically find all
alerts generated by
Wiz Defend valuable
to review. The alerts
are high-fidelity, and
we never need to
question why
something's firing

A <24hr

Immediate visibility to
emerging threats

6

Reduced MTTI and
escalations

66 | [can] open an issue
and quickly see which
user accessed which
bucket, what files they
interacted with, and
determine if that
activity matched their
job responsibilities.

10x Lower

Effort to find and
remediate issues

CISO

Susanne Senoff

Chris Long
Sr. Director of Security

||=|i Material

7
)

Unprecedented
time to value

£E Wiz Defend has brought data
across our event sources
together to help investigate
detections from start to
finish. From our identity
provider logs pinpointing the
actor to Wiz's runtime events
illustrating the individual
process execution and
network activity. From Wiz
Defend, we have confidence
in our detection and
ir{]‘é‘:%%’ii&%ﬁgn capabilities.
Security Engineer

@ matillion

.

Agentless context & automatic
investigation rapidly reduces MTTR

J
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Wiz Sensor




The best of both worlds: 6
Start Agentless,

Layer Runtime On-top l
From Vulnerability Findings to RISK DETECTED
Process Termination v Container using an image with vulnerability v

and access to sensitive data

RISK EXPANDED & VALIDATED
From Data Findings to VM

Containment

v Internal: Vulnerability External: Container is v
is loaded into memory publicly exposed

Proactive & validated in runtime

Reactive

Suspected reverse shell

T . . . command line executed
Findings to immediate Rotation

RESPONSE
Isolate the
Container to
reduce blast
radius

From Network Exposure to
VM lIsolation

THREAT DETECTED
From In-Memory Secret

WIZ



Wiz Sensor: Runtime protection and risk assessment built for the cloud

D gC 7®

< < N
@ ﬂ » & Information Security Vulnerability Cloud Security Container Security SOC IR %
Management
WIZ Cloud WIZ Defend
WIZ‘Code Reduce noise and prioritize risks with runtime context Reduce MTTD and MTTR
Runtime Risk Assessment & Hardening Threat Detection & Response
/ Lightweight
API Security File Integrity Monitoring
a’ eBPF based
Vulnerability Runtime Validation Runtime Hunting & Intelligence
SBOM Runtime Validation Behavioral and IOC Threat Detection
7 Easy to deploy

Clouds | AWS A D O Platforms | B & @ = Xk

\"y 4



Agentless

Wiz For Container Security Reference Architecture

Developers

Secure by Design

Code
2 CI/CD Tools [+
9 o
v/
<> > ‘I!Iil > IDE
Dev Laptop Code and laC IDE Plugin & Hook

Pass
e e e oo >
Event-Triggered scans Periodic scans

\

Build
CI/CD Tools

@ O ¥ <
|

Build Job

Fail

Enforce policies code to cloud

Policies
HCR

Sensitive Data

Image Signing

A °

Add digital fingerprint using
Cosign/notary or native solution

Image Registries

Pass
______________________ >
ScanlaC Scan Container Image
Periodically scans container

images for vulnerabilities

Remediate in code
Security

Secure at Runtime

.,L?Jecu”ty G- Run
\ G/O Policies
% Cloud Platform
HCR
Config. Network Identity
Sensitive Data
Events
D & R Rules
Container Platform
KSPM
Cluster Hardening (CIS)
Attack Path & Lateral Mov.
Vulnerability
-] Secret Scanning
Admission Controller R ° Fail FIM (Agentless + )

v

- QO .
Pass Audit Logs

Verify potential misconfiguration and
images are trusted
Real-Time Detection & Blocking

Threat Hunting (Runtime Execution Data)
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Wiz for CSPM Reference Architecture

aws

p —

A O © O

O S ¢ @

gl Y
AT %S

J

¥ O

*

4V

™ s ™ 4 ™ N\
How do | shift left? What is in my cloud? What are my misconfigurations? How do | prioritize? Who owns this risk? .
Improved security and
. compliance posture
Wiz Inventory Misconfiguration rules Wiz Security Graph O .
Full stack visibility & — o RBAC project
real-time scanning Findings generated with severity ( ) SRETE e
4 \ S J
Cloud Configuration Scanner .‘ij
I g How do | prioritize risk? How do | remediate?
S o -4
Resources, Networks, Controls based on ih, AHIEIE, | AHIRISSHHAN, | iHAN Ticketing &
\_ |dentities, Al pipelines, SaaS ) . h
deep risk assessment messaging
Scan laC templates in r 2 e integrations
Agentless Workload Scanner ®
VCS, IDE, and CLI and N Misconfigurations E] At iRl A
container and VM % @ x:ltne;fg"ties g O critical risks
images in CI/CD = dentitics u L ) Autorg.atl.c i et ;
ipeli i — remediation ocus on best practices
pipelines to block risky VMs, Containers, Serverless Data @ Issues generated Graph-based context
deol ¢ L ) Malware with severity SR ‘i workflows ) )
ep Oymen S ) L TGS ) L Ingle prioritized queue of issues ) DemOCI’atlze SeCUr|ty )

What is my compliance
status?

How do | demonstrate
compliance?

How do | meet unique
requirements?

Compliance Frameworks

Compliance Reports

Customization

— > anll N
@5 M
Compliance Granular and Controls Frameworks
Heatmap Executive Reports
J | J

A
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Wiz for Compliance

* Automatic compliance assessment 295

* 295 built-in standards and frameworks

- Compliance heatmap across your organization Mapped compliance standards
- Extend cybersecurity across teams, tools and departments

- Granular and exec reports at the click of a button

+
WIZ All projects ~ Dashboard Inventory Issues Explorer Policies Compliance Reports Projects

Compllance by Framework a PCIDSSv4 ~
_ B e e
Passed Checks Compliance Posture
Compliance Heatma
p p 1 passed out of 43 checks 50% average compliance posture 0
° 0
Subscription ~ 18 categories © View All Results < Expand All Show empty categories 2
Name Compliance Posture Passed Checks

Prod app

N 1.2 Install and Maintain Network Security Controls - Network security controls (NSCs) are configured and £8% oofa
maintained
Backend 1.3 Install and Maintain Network Security Controls - Network access to and from the cardholder data
» . . : CE—— 93% 0of1
development environment is restricted
1.4 Install and Maintain Network Security Controls - Network connections between trusted and untrusted
Peymentapps ___I ’ a networks are controlled: o e
. I 2.2 Apply Secure Config ions to All System Comp ts - System F ts are gured and

Financeapes __; ' mensasasecurely " "
Supply e . __ I

CIS Microsoft Windows Server CIS Ubuntu Linux HIPAA Security Rules PCIDSS v4
2022 20.04LTS

100
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From Silos to Unified Vulnerability Management
Unified visibility enriched with context, driving actionable remediation -

Wiz Native Scanners Asset Inventory & Ownership

|8 J
C,}]
Cloud Code = " Asset Asset Network & DNS Cloud to code
@ CMDB Service Catalog deduplication Repositories addresses change history

,[ External Scanners l

e ™ ( ) e 2

Build Context Prioritize Act & Remediate

Vuln. Scans Pentests

u 3
A |@" 1 Projects Based Ticketing & notifications &
Business Context Attack Path Analysis Automations
Secrets SAST Wiz
chde—to—CIoud External Exposure Risk Issues =l o O
= .
F v Data enrichment & @ Validation ' o
= m-. normalization hg! o

R

° Threat Intel
EASM DAST Vulnerability ° ;

deduplication ®

Posture — Cloud Remediation
Issues remediation Integrations

c. A)A @ )( N Wiz ) Source Mapping Code 200+
adlin Security Graph (code-to-cloud) remediation integrations

®
o
°
°

SCA AppSec B
Al Remediation Recommendation Agent Al Remediation Action Agent
o v 4
\. J N J RN J
[ Cloud, Code, Runtime Context ] T [ Key Benefits ]

& Time Saved per
aws 3 (e T Manual Overhead Developer per SLA Adherence
y Reduction Increase

Vulnerability



https://docs.google.com/presentation/d/1DA3TS2WhvVkpzdgsHlrh_D8CD20q7GlaTf3CuzqboNI/edit

Holistic Exposure Management
Continuously fix critical exposures from code to cloud to ground

Code (ASPM)

50%
Fixed at the IDE

20%
Fixed at the PR

10%
Blocked at CI/CD

> <>

1
B 1 SCA, laC, Malware, SBOM,
WIZ Code I Secrets, Data, SAST*

|
WIZ+UVM : “ O Semgrep Checkmarx

VERACODE

160K

Cloud WIZ'Cloud aws A O O ) 2 [0 &

14K
Exposed Resources

149
Critical Attack Paths

23
Validated in Runtime +
External Attack Surface

Critical and High
With Public Exploit

1

I

1
100K 1
Critical and High
With Public Exploit

8K 89
Exposed Resources | Critical exposure on
I critical resources

10
Validated in Runtime +
External Attack Surface

On-prem

WIZ & ivzoown N DP @ OC |

Complete asset inventory and business ownership

Remediation & Response

Remove toxic
combinations in
cloud and code

Posture issues to
drive long-term
hygiene

Remediation
playbooks and Al
assistance

\"y 4
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Wiz CIEM: Effective Identity and Permissions Analysis

Identity Sources

aws 3 A

Identity Engine

Humans & Non-Humans

Lateral Movement

Risk Context

Sensitive Data

O

Key Rotation

.||.@\ Log Collection

Public Exposure

Effective Access

Unused Permissions

©

Identity Configs

Exposed Secrets Org Level Policies

$ &

W O 3¢

Identity Security | e »< @

r

Discover

Auto-discover identities, admins,
3rd party identities and all cloud
keys.

Contextual Risk

Stale admins, cleartext keys
allowing lateral movement, unused
access to sensitive data.

Investigate

Investigate granted permissions
vs permissions used. Review
cross-cloud or cross
environment access.

Resolve

Auto-remediate or provided
remediation steps, with action
driver integrations.

[ 1
avd
Identity
Security

[
F—\[a)
Cloud Security

o9
F\ (%)
DevOps/IAM
Engineering

Ticketing & Messaging | ° * -';" 0 é‘b

wizZ




Wiz DSPM: Democratizing Data Security

BT Reduce
@ Cloud Storage ) Data Catalog | 3 —_I:l__ =I u

Stop data sprawl by finding
Buckets, Databases, Data Warehouses, and deleting Shadow data

Serverless, VMs, Code Repositories \ /
aws 4
— 3 A MariaDE

Data & Al Platforms )

Restrict

Map and remove any over
privileged access

\ \
Relabel

Cloud Security &
Cyber Defense

Data Classification

Label cloud assets with their

P db Pattern matching SV
}&3-;?) @ a‘o's % 0 Local Context data sensitivity .g@
S Learnt Data : T ] ’ -~
Data

Al/ML classification

Security
Relocate

Saa$ Platforms Y25
: Ensure data jurisdiction
complies with your needs

& 0600 | |

Reconfigure
On Prem Y25 Ensure c.:onfiguratiops such as
(aze ] encryption & retention are set
3 L =]
=] — =
&= W ——

Cloud Risk & Threat Context | e o g
Databases File shares Servers -

wIZ



WizOS: Operationalize secured images at scale

Top Images by Vulnerabilities +

2}

(L.

215151194724 dkrecr... 232 ¢ 8B6 H

=

)

215151194724 .dkr.ecr.... 181 Cc 399 H

oo
o) |

B

215151194724 dkr.ecr.... 181 ¢c 399 H

r.
o |

[o}

215151194724 dkr.ecr.... 81 Cc 399 H

=

215151194724.dkr.ecr.... 181 Cc 399 H

oy

Complete container image
inventory and risk
assessment

Identify all WizOS eligible
replacement opportunities

Replacement and vulnerability
savings with Image Catalog

@0 GO # HighImpact

Status InUse
Replace opportunities 9.7k Instances

Vulnerability Savings 17k € 60 H

Assess your current
image landscape and
risk posture

Gain Visibility

Enforce guardrails in
CI/CD and with
Admissions
Controller

A
&

7
Wiy

Mitigate Risk

ed(‘ce CVE Nd\ge
.%hafe Patchin®

9 (]
e Attack surt?®

Enforce Guardrails

Prioritize migration to
address the most
urgent risks

Start Secure

Empower developers
with 1-click image
swaps in IDE & pull

requests

avo

Cloud
Security

[ 1]
MO
Product
Security

[ 1]
/)]
DevOps &
Platform Engineering

a0

Developers

WIZ0OS IMAGES

A I Go ®

& Open)DK NGimx nede

& more...

WizOS Package Repository

Built from source by Wiz

SBOMS & provenance
with every release

SLAs for CVE remediation

FIPS and STIG-hardened

image variants

wIZ



Wiz Al-SPM
Detecting attack paths in Al pipelines require context

5\\ s
0 4 o
2ppendpoint storagebucket dataset training _m
e GO Bk GCP Verex Al Datasat GCP Veriax Al Training GCP Viartax Al Model o .
Internet
Click to expand path . &n::lf(\)”[ntw }
Business context  Cloud context Workload context Al context
® Data sensitivity ® Resource Configuration * Vulnerabilities o EoF pipe“ne s
® Environment ® Networking ® Inventory * Model exposure of sensitive data
® Business team ® Identities ® Exposed secrets ® Dynamic scanner of model vulnerabili

Model runtime alerts

ties
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The Largest Private

Enabling Security Impact

Cybersecurity Company

$1.9B raised

“=— Index
= Ventures

SEQUOIA

EEEEE

GitHub

Of Customers
achieve O Criticals

50%

INSIGHT

PARTNERS > 5 O O/
eSS O

~ZTHRIVE CAPITAL Of Active Users

L. Lightspeed are Devs/DevOps

Industry leading global tech companies secure their cloud with Wiz

grao  Linkedld tide
Vi|Path & GitLab @ grammarly
— )
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G2 Grid for Cloud-Native Application Protection Platforms (CNAPP)
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The Leader in Cloud Security
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The Largest Private Enabling Security Impact The Leader in Cloud Security
Cybersecurity Company

G2 Grid for Cloud-Native Application Protection Platforms (CNAPP)

Contenders Leaders

$198 raised 50% Scfh(i:euvsgoomgrrﬁcicals © e

—=— Ind P SICHT .
= % PMRMEIL TSI > ()9, OfActive Users
SEQUOLA LLightspccd Gndrei-?osrsoewnitz O are DeVS/DeVOpS High Performers

SATISFACTION

Industry leading global healthcare companies secure their cloud with Wiz

h Bristol Myers Squibb HCA-=F CENTENE
a lyra Healtheare'

&0
B3 . ) 2
KAISER PERMANENTE: BAUSCH-Health @ &gﬁ%ﬁﬁ . Phreesia pe,!(in;;.mm- |5F.I\Ilta
(CiS) g e - .s Elevance
CEDARS'SINAI MEDICAL CENTER % HENRY 5 ”“‘ON: THIRTY MADISON S GENOMONCOLOGY ‘-‘:.:iz.ai Health
D0 PRECISION
. . . .
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The Largest Private Enabling Security Impact The Leader in Cloud Security
Cybersecurity Company

G2 Grid for Cloud-Native Application Protection Platforms (CNAPP)

Contenders Leaders

$198 raised 50% ;)th(i:equ;OOmg:i?ticals © e

- Ind - SIGHT .
= \er’ler%)]flros ZTHRIVE CAPITAL |\P:;|T(NEIR! I > 5 O O/ Of Active Users
SEQUOIA L. Lightspeed ~ ondrgessen. o are DeVS/DeVOpS High Performers

SATISFACTION

Industry leading global financial services companies secure their cloud with Wiz

BARGLAYS Amn GEWATER é ﬁk{?ﬁ’ég ' H _éxperion . Il MONUMENT AON . PayPal
3 Brex BlackRock. R Fannie Mae sy globalpayments ©
v :
i NAVY &
](ISEI'U 'EIS mﬁ‘rgerlcan Vanguard Morgan Stanley Revolut gfelg_ltE&l:)_lr-‘ IG

2

© BOK FINANCIAL IV Crry NATIONALBANK Y L Bchange @ PLAID Capira,!ollfze

The way up.
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The Largest Private Enabling Security Impact
Cybersecurity Company

$198 raised 50% ;)th(i:equ;OOmg:i?ticals

- g - SIGHT )
= \fr’lerﬁﬁres ZTHRIVE CAPITAL |\P:IT1NEIR!I > 500/ Of Active Users
(0

SEQUOIA = k. Lightspeed ~ oncrggssen. are Devs/DevOps

Industry leading global retail companies secure their cloud

The Leader in Cloud Security

Contenders

© ¢©

with Wiz

& V. = AR swayfair
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Cosrco IVMH "®) overstock 5

=——WHOLESALE
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G2 Grid for Cloud-Native Application Protection Platforms (CNAPP)
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The Largest Private Enabling Security Impact The Leader in Cloud Security

Cybersecurity Company

Contenders

$198 raised 50% ;)th(i:equ;OOmg:i?ticals ©
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=l R I > 59 O Active Users
SEQUOIA = k. Lightspeed ~ oncrggssen. O  are Devs/ DevOps

Industry leading global manufacturing companies secure their cloud with Wiz
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; Kenvue
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The Largest Private Enabling Security Impact The Leader in Cloud Security
Cybersecurity Company

G2 Grid for Cloud-Native Application Protection Platforms (CNAPP)

Contenders Leaders

$198 raised 50% ;)th(i:equ;OOmg:i?ticals © e
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SATISFACTION

Industry leading global media & entertainment companies secure their cloud with Wiz
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The Largest Private Enabling Security Impact The Leader in Cloud Security

Cybersecurity Company

Contenders

$198 raised 50% Scfh(i:euvsgoomg:i?ticals © e
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Industry leading global companies secure their cloud with Wiz
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The Largest Private Enabling Security Impact The Leader in Cloud Security

Cybersecurity Company

Contenders

$198 raised 50% ;)th(i:equ;OOmg:i?ticals ©
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Industry leading global Al companies secure their cloud with Wiz
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