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*Splunk Inc., "State of Dark Data Report”, May 2019

Splunk > turn data into doing’



Limit Data Types

Siloed Analysis  Not Real Time

Splunk > turn data into doing’



0 AT 0| £ 0| MZ 2 T2t

| S

SCHEMA AT WRITE SCHEMA AT READ
30 YEARS NEXT 15 YEARS+

Ecosystem Next Gen Analytics
~$100Bn Ecosystem

= T2, 22 2K
ERP, CRM, SFA, etc o{Z2|#| 0| M N G

G| O|E X{&tA Splunk®>

Splunk > turn data into doing’



splunk> *
) Security
The e
Data-to-Everything
Platform - @ oT

~> Biz
|J Analytics

e

Splunk > turn data into doing



splunk>

turn data into doing”

(M0 E{S OL2 21 H|oF QOIS >R B> B> AABE Y & s MAIZE BAHEHE)

0y A1 6 0] Mot gie B (R
(Machine Data) (No Limits) - (Real-time)

« AME/NW 21 28/ 8 HolH

1

- 2t MH| Glo|E o o] &
.o Sa|H oM =1 o o]

. J|Et BE HAE o] e
e o] Gjo|Ef

M o
nmE
FO

i

b=l
EL |
ko 0

or I O rxlo

Calegory.screent Categony \a=mas
.:'-.‘.I'#'_.-_ﬁ':.l:'.

) oy ﬂ’ "’r“"fff'i" ff' 77 ?f /W/j,m 16 1@ 52:182] "GET /category.sTreentTaiernty \h\ﬂm\‘i&a‘{“‘xﬁ‘hﬂ?a SN

AT A A E S m-d Agn/ RN T 577 4 (KHTHL, ike Gecko) Chrome/5.0.375.2% Safarilsyy A MR LU NR SR N - - \‘@x T
AT TR

L L -AFE Wprrllasd, 8 (compatible: MSIE 6.0: Windows NT 5.1)% B3 1B AN AR ARR - - NENTERSETETS
CATH DAL AT-HE T W027112/4.0 (compatible; WSIE 6.0; Windows NT 5.1)" 190 IR LML DO KL - - SNGIIUHARES Bhrdete o dong

‘Fa’a-..:"-".‘s?_fnf-".-?-"-'.-r .-"';"f.-"'r_.-":_-"q_.-'r_,-f”" %57‘_1;.7_‘:"_".1;?5 r‘wzl-z:ﬂ jfz)ﬂerrfUP ‘EhD,DPTﬂg CDm/pFDdUC'L EL\lEE“-}ﬁ‘QQ\Q\E\- '\\Lw-\:\‘_ ":Q;\:\ ““‘Q‘_\_h —..\_% RMQ@:ER%
N B AT FE RN TS O 7 H AT T AT Btk s £ F kb

nnnnnnnnnnnnnnnn T R L T T N e T TN, ot




AL
+3

/s Ml

1. CpFet 0]7|F CIo|E 2225 E H|2F )
OIHE 0T ERA %Al HEOE Fei8a e 4

|I§ FII'

E%:I splunk> Local File Monitoring
— ek Splunk Forwarder
— syslog
o Eun 3
— — bl o o } —

syslog hosts
and network devices

*nix Windows Mainframes
. Scripted or Modular Inputs
Mounted File Systems shell scripts, API subscriptions
//hostname/mount
Event Logs Active Wire Data DevOps, loT, pP————
Performance Directory Splunk App for Stream Containers = aal!

HTTP Event Collector API [ )
- N =
— =t
Unix, Linux and Windows hosts — % '

virtual
host

/2\ ) perf

RN

Splunk > turn data into doing’



Search head2 AM QA 2E T2

Splunk Indexer E2 X+& £z 41510 &S5 HIO|EH Y= XMT

=) G G G G G G
— — — — — — —

Splunk Forwarder & S0 =HC AMHO|AM CIO|E|E H&

Splunk > turn data into doing’



I splunk App: Search & Reporting v Administrator ¥ Messages v Settings v Activity v Help » Find

’ L Search Analytics Datasets Reports Alerts Dashboards > Search & Reporting
I

NeW sea I'Ch Save As ¥ Close
. f— J— (| —_ | [
[ | SQL J__II' an J.L|'0| 1L E'l-ol_l ?'—II_—O 7E:| <ID=|I-EI_ | index=_internal 7=-|A_I-IIO.| : Last 4 hours ¥ n
1 1
v 95,559 events (7/27/20 8:24:00.000 PM to 7/28/20 12:24:51.000 AM) No Event Sampling v Job ¥ » & & ?® Smart Mode v
A& 0| A 0] SpL
1 (= | — Events (95,559) Patterns Statistics Visualization
[
— —h . N _ 1 minute per column
« AM AS olm 2N gl A|Zts) 2 o e eeeno Al COlE] B :
1 = L | 1
L o 24 IIIIIIIIIIIIII.IIIIIIIIIIIIIII.IIIIIIIIIIIIII.IIIIIIIIIIIIIII.IIIIIIIIIIIIII.IIIIIIIIIIIIIII.IIIIIIIIIIIIII.IIIIIIIIIIIIIII.IIIIIIIIIIIIII|IIIIIIIIIIIIIII.IIIIIIIIIIIIII.IIIIIIIIIIIIIII.IIIIIIIIIIIIII.IIIIIIIIIIIIIII.IIIIIIIIIIIIII.IIIII|, ||=
1407 O AFO = - o ————
oO—l O o )
List » ~# Format 20 Per Page ¥ 2 3 4 5 6 7 8 Next >
[ -
s E 7:” 1 EH I ZFE AL st E 3236} =< Hide Fields = All Fields : :i Time Event :
_— | Iy I
o ! ! 10 = = =0 = 1 ELECTED FIELDS 1P 7/28/20 07-28-2020 00:24:50.822 +0000 INFO PeriodicHealthReporter - feature="Searches Skipped" color=green due_|
_I 5 host 1 11 12:24:50.822 AM to_stanza="feature:searches_skipped" node_type=feature node_path=splunkd.search_scheduler. searches_skippl
H A os i1 o
=T L source 12 11
= 1 }, sourcetype 8 11 host = ip-172-31-21-130.ap-northeast-2.compute.internal
i 11 source = /home/ec2-user/splunk/var/log/splunk/health.log ' sourcetype = splunkd
. A 11
u I:EI:' E .9_| CO rre I atl O n key AE-I xo-l HA O | :ZNTTF-%??% | $§ 11 7/28/20 07-28-2020 00:24:50.822 +0007ﬂFﬂ|¥erE’“x@{&+orter - feature="Searches Delayed" color=green due_l
'# compo : : 12:24:50.822 AM to_stanza:”feature:searches_d&ayed" node_type=feature node_path=splunkd.search_scheduler.searches_dela
cpu_seconds 100+ o
é)l- __L-Ill- _T_Ill- 71' —E— Aﬁ-l }« Z::;u'haz\lf_shlts 1o 11 host = ip-172-31-21-130.ap-northeast-2.compute.internal
ﬁdateimday 5 : : source = /home/ec2-user/splunk/var/log/splunk/health.log | sourcetype = splunkd
- A | AI =1 El R -6'_ E O E_ = xl_ O ¥ date_minute 60 : :) 7/28/20 07-28-2020 00:24:50.822 +0000 INFO PeriodicHealthReporter - feature="Search Lag" color=green due_to_stJl
— O = L = XK date_month 1 11 12:24:50.822 AM nza="feature:search_lag" node_type=feature node_path=splunkd.search_scheduler.search_lag 1
et e o0 e b —hoste P17 23000120, a0 sl b0, CORPAEAINARAL . e o
- —_— a date_wday 2 source = /home/ec2-user/splunk/var/log/splunk/health.log | sourcetype = splunkd
243t0f AbDLO| 2 QIS mot
LI - — —

Splunk > turn data into doing’

© 2019 SPLUNK INC.




splunk

App: RWI - Executive Dashboarc

RWI - Executive Dashboard VPN » Authentication v

RWI - Executive Dashboard

Active VPN Sessions

2,451

Description: Current number of connected workers.
Number of VPN Logins

Success  — Success Rate %

3
2

SE——

Number of Logins
o
g

(%) @18y “ng uibo

MonMar23 TueMar24 WedMar25 ThuMar26 FriMar27
2020

Description: N
basis.

er of workers connecting to VPN over time on a daily

Connected Workforce by Location

Description: This map shows where our Workers are connecting from.

Video Conference »

Others ~

Active Zoom Meetings

419

Description: Current number of Zoom meetings

Number of Zoom Meetings

Number of Meetings

Number of Meetings

2020

Description: Number of Zoom Meetings created over time on a daily

basis

latitude:  38°29'22°N
longitude: 78°24'12"W
failure $

34

— Average Meeting Duration (min)

n |

Mon Mar 23 Tue Mar24 Wed Mar 25 Thu Mar 26

abeiany

(ujw) uop

Activity * Help = Find

ggg RWI - Executive Dashboard

Edit Export ¥

Most Popular App Today

Salesforce

718 Uniqu ce the App Toda

Description: Most popular apps accessed today.

Top Apps

@

r T Zoom
Mon Mar 23 TueMar 24 Wed Mar25 ThuMar 26  Fri Mar 27
2020

Description: Top applications accessed over time.

19m ago

splunk

Secury Posture W  invesigatons  Glass Tabies

Security Posture
Overal Socurty Posture ey Securty Indictors
e

THREAT ACTIVITY AUTH. USERS.

240 ¥ 9.4k.2

Overall Notable Event Occurrence By Urgency

e

 Noinvestigation i currently loaded. Piease create (+) orload an existing one ()

Events Pattens Statistics (1) Visualization

LineChartv  /Format v

Securty It

cLoup AcTIVITY
Emal Count

3.9k 3

Lorenzo Cast Setings+  Actwiy  Hepv | Fin

SecurtyDomains»  Audts  Searche  Confgurew

TOTAL INFECTIONS

medium NT°

AGGREGATED RISK
ota Risk
increasing

extreme Aniwiy

Overall Notable Events Occurrence Trend

Top Notable Event Occurrence by Host

sparkdne ¢ comelaton_search_c: securty_domain_count &

9550 1288

Line Chart

¢ Track values and trends over time.

Search Fragment
| timechart count [by comparison_category]

(@ Enterprise Securlty

Splunk S turn data into doing



CAAZ BUEY Y 2 55

o v m
AN C AN 2| MY 3 HAIZYFI|H HYe S

o
T =

U
HEE
> |II° E L'l E-I EOI

g1 Ed|A 54 PDF Of & TS

e = RSS, Email SX| 5! NMS/SNS A&

Send log event to Splunk receiver endpoint

-

TS 4SS 9IS 4T Z2a/AAYE A

>

5 SYo= Za &3 @ 2 .. ®

Qutput the results of the search to a CSV lookup file

gOutputresultstote\emetryendpoim i . . ' u PDF ﬁ3_”% Xd% 7|%% %_é;l- E——ILA-I Oln-"()El

Custom action to output results to telemetry endpoint

) 2aus ua
Invoke a custom script

HF
=

Of>

51 ol 27|

Send an email notification to specified recipients

& Webhook
Generic HTTP POST to a specified URL

splunk>

Splunk > turn data into doing’



QENA 3 FHrLE]
| BlAAR #EH QFAE S T

bt
O
|O

splunkbase.com 1900+ 7 o|Ato| CrFst M
Answers.splunk.com 9TF1 o] qaa
HMM A 8571 user groups

400 oi742] partners




World-wide
:gnkl

ot E & 22121 MH|A
Google sgNIFI 2 zZillow
@ mindtouch M PEXA n

CONCUR ™) SurveyMonkey

@O

GOLDCOAST.
(o]
s
amazon (¢ GROUPON
200 1. "
s TE
ARE iy F TEsco

Ab

o
=

@ Duke EXEER

El

UNIVERSITY

Imperial College Unsrimaron
UNIVERSITY

London e

®li

Stanford %USCUniVCISi of T E XA S

University ¥ Southern California

A0
@ £% imprivata (O]

[EQ Health  myriad. KinalHea\th

% OhioHealth  AstraZeneca

71

@ 2 \/Symantec

A\ AuTODESK @ rackspace. INTUIT

% TiVvO " leidos Viasat®

ofj4x] & &

m §TWE @ ENERNOC

eNGie TransAlta

H=

WP ) BOSCH PG

JABIL "5~y YOKOGAWA

EA|
L

)
COMCAST delstra

verizon’ telenor

ST @

A\
CISCO. yelp'." vodafone

o8& HY
Afiac TransUnion@D FINra’”

-+ Nasdaq @7 &faplmﬂel Bank

C NSces  pScU? PROGRESSIVE

OjEfo] & AE{EHQIHE
dDiscovery  ESrTI

Vs .
% 2 CenturyLink

a .
UBISOFT

o3 8 25
FedEx lgﬂ Q)efl' ravel
EYey ﬁ‘ ez @ Expedia’

AfCarnival @MTR HYALT

Splunk > turn data into doing’



o] w
RO
joil £
=] i
1k
. Kir Iz K
3 - S
o RO =)
w E_ -t Ie
v for! &
n H X
) < ® W
< (] _I_I _ e,
=X b T L
._OH_ 0 - i
- 0 D
il M
A T
= ol S M 1 TR B
Ll Ho O I oK i
_ &> > U
| & o 2 X % %
< 4 ! o ol = M
< 2 O = = T
|_ o T = i
= _ = T o m
._OH_ o o M__”_ J ¥ o O
- <0 < 7 o
- S oW & n] A
= 5 7 ROl BT B mr__n?

LY AX| A}




E3F 2Ot x| A|AE] (SIEM)
Splunk Enterprise + ES

Hot ol QHE|HA SSEZCZ 2™ X 715 B=t

- 0171 Hole 4

75" 2k.2 139. o 27.2. 1297'

r—— - el et B ey

Splunk > turn data into doing’



Splunk Enterprise

2t =22 [|0|H

o|x
! —=

. B

7|g Ui/2l5 4oy 7

—
ot

e

7

103,400

386,387

PviUvAY R ol
200 [ _
B b
e wm FUCPENTY

Splunk > turn data into doing’




Thank You

Splunk S turn data into doing’



	Splunk 소개
	슬라이드 번호 2
	슬라이드 번호 3
	슬라이드 번호 4
	Most Organizations’ Data is Still Dark Data
	전통적인 데이터 & 분석 솔루션으로는 �더이상 문제를 해결할 수 없습니다. 
	슬라이드 번호 7
	슬라이드 번호 8
	슬라이드 번호 9
	1. 다양한 이기종 데이터 소스로부터 제약 없는 수집
	2. 하루 수백 TB 수집까지 횡적 확장
	슬라이드 번호 12
	슬라이드 번호 13
	5. 실시간 감시 및 알람
	6. 다양한 App 생태계 및 커뮤니티 
	주요 고객사
	IT 통합 관제 시스템
	통합 보안 관제 시스템 (SIEM)
	빅데이터 분석 시스템
	슬라이드 번호 20



